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Abstract of JP2001211180 

PROBLEM TO BE SOLVED: To provide high 
security by equipping a DCHP server with a 
function of authenticating an IP-address 
assigned client and releasing an IP address 
when an unallowed client is found and a 
function of reporting communication rejection. 
SOLUTION: The DHCP server 10 when 
receiving requests to assign IP addresses from 
clients 40 and 60 checks whether or not their 
MAC addresses are registered in an allowed 
client MAC address DB 20, and allocates and 
records the IP addresses in an allocated- 
address DB while making them correspond to 
the MAC addresses when they are registered. 
Then an ARP packet is sent periodically to the 
IP addresses and it is checked whether or not 
a combination of the transmission source MAC 
address and the transmission source IP 
address in its response packet is recorded in 
the allocated address database, when it is 
recorded, a regular client is decided and when 
not, an irregular client is decided. 
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[#ffffl#©«5ffl] 

&©S#Srgtt I P7 K^©»«J»JaTSrfi : 5DHC 
P -f — /^CtSI^T, 

I P7 KU^ro#JSTrF^>Pf^©^7f TV FroMAC 

MAC7 KU*fcfc#J&{+ttTlB«M-5fc©©MSTaF 
#T Kl/Xr-^^tWU 

^7-f7yF/4^roiP7KU^©#]3T^*t5^ 10 
T Y^^tmW^m^y^TV hMACT K^t-^ 

Hcil^-rStirfcfC, 3KMAC7Kw*£*tJS{«ftt 
TfflE*JST»*7Ki'*7 f -*'<--;*fciEftU mJlE 
I PT Ku^roSflST^, SJdWtSKl PT Ku^© 
^ y^Ty YiZ-MLX^ffaPyHTy h©MAC7 KV 

iSftU !*P©2Ht5cMACT 20 

S^eHItc I PT Ki^^©fi*t>*j4JfflflB«iaTaF*T 

*fc*-3v^ratt^9-fT^h*«3Eat I P7K^S; 
$J^T ibftfc* ^ h"C*>**»5*»*rWZ&r5 r £ £ 
1*3 * T > MMSffitft DHCP ih- A„ 

4'©&<f7GMAC7 KW7.&t«£{f5c I PT K^©fi 
-a-^-frCDHulBfiJST^T KV^-^^-^t ±5flB 

yATV Yft~&M\z I P7 Kw^«r«iaTb*xfc^5W 30 
vh-Cttft^iW^U SKI P7Kvx©MSr«:® 

S 1 Kit© 5 -Y 7 y h BEEttlBft # DHCP f—/< 0 
t©i£{i7cMAC7 KV*£.t«£fi7C IP7K^©» 

^eftei^v^, stt^^-fTyh^jEftti P7K 

t» S^5W7^hSr^y h7-^lcg«1-5fcje)© 40 

[M*9U] »*qi3E«©^9-rr^hBIEailB{4- 
JDHCPt- ^i^7-f7> HrfciDUSU mi!2*7 
-YTV hMt##DHC Pf— ^*»fe©ftl«H»** 

-Y7^ h©ffi©*5/ h7-^«fifeS^t©M©iift©Pr 
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[W*«5l *y M7-*8iW3;h,fc*5'f7VhjJ» 
P>©^#£§(7 I P7 Ku^©»W*JSTSrfi i 5DHC 
Pf— A©^7-f 7^hBSE*fe»C*iV>-C, 
^7-f7> M»fj© I P7 Kl^^©#JSTSrg*1"5^ 
5>-tr-^£§:tt5i:, SK* y-lr— ?tp©i£{tjtMAC 
7 KW-*;4S 1 P7 Ku*©#JST!?2g*t&©*7>r7y 
h©MAC7 KU***>e>*»£©S»LfcfM?* 7^7 
y FMAC7 Ki^x-*^-*K:g&£ftT^5jW!B 
•g-U S»$ttTV>5i:t©^fflWIB'i I P7 

MAC7 KU*£^ttttT«l3T$r*7 K^f-^ 
-<-^lC|3&L, Buf2 I P7 KV*©iiJST&. 
KSKl P7 K^©?7^7y ht*fLT^tt^9-f 
TV hfflMAC7 KU^^tf^y yfe-v?©jg{SSr 

g{fjcMAC7 KU^Xt/iiffTC I P7 K^* ©*&£■£> 
**»lW1B»ijaTaf*7 Kv^f-^-^fcEfcSixT 
I^SiWS-g'U Rg-&ife*lc:S^^TS0i^7'r7^h^ 
ESI' I PTVl'X$:&mxbfttz?7'<ybX'&Z>fr 

4 ] ©J2l{f7cMAC7 KU^&tfsHfTC I P7 KU*©jfa 
^■*?-er©WIBSiJSTSf*7 KW-Xf— *"<-*teJ:.5f!B 

7^7y M«3E«K I P7 Kv^SrWarfeiifc^^W 
^h-ett^tfl^U SSU P7 Kux©tn!j-C«:S 
mi-ttt>Jw, SK^7'f7yHc»uaaiP7KU 

S 5 IB*© * 5 -Y 7 ^ h BtiE^ffio 

[»*57] Wia^5-f7yh*»fe©«:«^yt-5? 
t F©j£{f7cMAC7 KUXSU^ffjc I P7K^ffl|i 
£fr*©ffif8B#jySTjB*7 K^r-i"«-^l:±5i 
£IS*fcS-^T, SK^7-f 7V hi5]E^^ I pt K 
£$JS T btltz 9 y -Y y Y X fi fci^ k I7c}§£ 
a0E^9-f7^hSr^y h !7-^ t»«+5fc©© 
^'f y^y^ymUKMU 3^MAC7K^l:*t 
1"*aftSrfift»5e^J:5ttJ&**Sr4:*(»l»4:1-S||| 
** 5 |E«© ^ 7 -C 7 y h BH*fe, 

[«i«©»iBli*RW] 

[000 1] 

mwoR-tzmiftm ^m^y^ryb^um 

ffiftf DHCPf— Xt5t©BBE*jSfefcH «t 
^5, H7-^gj^$ixfc^7'r7>' h^P>©g*Srgtt 
I P7 K^©»6WWa-CSrfr5DHCP-!J— ; e 
©f|iJW©T. ty4TybV>^<r)%yYV—>>m$LWk 

t©K©iaffl©^5Sr$ijffiii-57.^ yrisy^zwm. 

t, %0)9y4TyYmd3mk\z.m+Z>. 
[0 0 0 2] 
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[tt©W] DHCP (Dynamic Host 
Configuration Protocol) 11^ 
y V V-f\H(D~>XT-J>.<D I PT Ku-*£-5c i liSH-3 

f— ^<*aS:JRfflLT^5. »*, DHCPt- /<ttEI 
-WyHlCMJfft. ?7<{7>h<OW#Uzfc£ 
X I PT K^O»flWdSTSrfToTV>5. tfcfcj; 

£fc<, tcp/i Piilf^ff 5 rt^-ctSo 

[0 00 3] 10 

CDHCPt-^tt, «lW#IS-C^IJ,^S$>SSS, I 
PT Kw^*SiJS-C5|RC^5^r>H=»L-C©Bli 
fi-§WTo-CV&l/\, %<Dtzt>>. *y r-7-ylC&j&L 
TLIili, iT<0<t StatyJTV YXh I PT KV7 

fttt-fc + ayy-fifi^fcffiB-efcS. IP7K 

<r> I PT Kv^Srfttf £©#S-Cby- 7-f" 

(C, DHCPt- ^ICI PT K^^SiJST^^^Ty h 
[0 0 0 5] 

BE«ffift*DHCPi>— *y M7-*88fcSJtfc 
^y'CT^h^fcwS^S-Sit I PT KV7. ©KjiftfiJS 
T5rtT5DHCPf--^|c:*JV>T, I PT KVT.©^ 30 
T!T£;tt&©y 7^TV hOMACT KU^Sr*)fe*»C 
ftSSUfcfFS^?^ TV r-MACT h'V^f-?^- 
I P7K^i:MAC7K^tS:^#imB 

U ^7-TTV h^ibcD I PT KV7<D#JST£B#1- 

ACT Kv^^mllSlfS^ HMAC7 K^f 

tv hfcfflfcrl-Siifci;:, S^mac7 KV7t*f)& 40 

ft»TTWIBSi|ST^T Kw^x-^-<-^tclE^:t, 

^©^7^7yH;#LtS^7'f7y f©mac7 
Kw**-&tf£»>< yir"V©3g{l&B#-f y-fc- 
5?*a£fSU SgtfSg* yfe-^^OSIfETcMAC TK 
VT^lftjUfTC I PT h*\sX<Olt&&t> : &i>m%£&mX$( 

^*S*lcaS<5v^SK^5'fTyh*]Ea»ci PTKv 
* SrSiJS T 7 9 -f V r- Xh 5 **5*»«r WJgi- S« 

^S;t?fc5o so 
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[0 0 0 6] ±E«^{c4o^T, fu!E7y'i"TV 

YfrhOJ&Q* yir- v^tDjgffjcMACT KU^Jtt* 
j£«t£ I PT Ku-^coffl-g-^cofJfSfijaT^T KV 

^*aST6*bfc^7-f Vh-etlft^t^L, SKI 
PTK^OWSTSrSliSI- title:, ^^7^7V 
Mc*f L&faJ I PT KU7»aii*q^ y-lr-v?«ri£ffi1- 

[0 0 0 7] *>-5l/^i. 1512 7 7 'f TV 
7t-v f >fiDillxMAC7 K V^X^k^Itc I PT K 
\sz<D&&trtt(Otilt5&mx&?j-7 KU-77-7^-7 

I PT Yu^m^Xhilltify^ >YXtt.t£^tWfe 

Ztz.ftnX'f srf-yf'^mWVttU SRMAC7 K 
v 7 5 ffl m * ft t> t£ ^ t o tt £ $ * 5 Attic t T 5 

[0 0 0 8] #3§9j©7^ y^V^VN7*gfifi s ±|2« 
^7-f7V r-BfEtSffitttDHCPiJ— ^t^7f 
TVr-t&lfc^U IUl!E7 7f TVr-BIiMtttDH 

*:W»fl!f«fc*i:TlKllB^?-fTy h©te©*y M7- 
7<Sj£giili:©p f i]©ii{f ©pT5&fH«i-*-a*-f 

[0 0 0 9] **W©7 7*fTVhBIiE#ttH:. *y h 
7-^S»l!*ixfc^9'fTVh*»P>©B*«:S»t I PT 
K V7. ©B^SiJ ^ T £?T 5 D H C P t- 7 7 -< T V 
hBEfctetjs^-c, ^7Y7yl-^bro[P7Ku7. 

"V^PWj&ffTcMACT KV7# 1 PT KV7©#J1ST 
fF^*f^©7 7-l'TV FWMAC7 KV7SrS,ib^D» 
^LfcfF^^y'f TV HMACT Ku^f-^^-7- 

ffl^rtB* I PT KV^SrWa-C-CSK^?^ TVKdii 
SKMACTKV^t*ftf;#lfC«iJS 

Y\ZMV.X%^747V KC0MACT K ^ Sr^tfJCS 
*^y-fe-^©ig(t*rB*1-5p«yfe-^*iSftL. S 
KJS#> yir-v ! tpOsHf5cMA CT KV7fi.U ! ^S7c 

i pt h'^^<Dm^t>^msm^x^7 kv^t*- 

Ta^7 7-fTVh^iE«ICI PTKu^SrWa-Cfeil 
fc7 7W V h"<?*5*»5*»S:!RI^1-5ieSr^ri-5 0 
[0 0 10] ±1BX8»Ci8V^T, WEif^fTV 

hd»e>©^p« yfe-^fxOjSffjcMACT KV7SU! 

iiifTc i pt Ku^o»*-t>*©iwiBwa-c»*r kv 

HTV^iftiltf, ^7 7-<TVh^jE«(CI PTKV 
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^*r«aTfeJxfc*9^y hTltftv^WtU SKI 

hfcStLaMB I PT Ku*#»a*n* ?*-$>*iSflrT 

[001 i ] fcs^te, BMB*7-f ry ha>fe0>jS£* 
yir~^*0>&{f7cMACT Ku^X^IStc I PT K 

I PT Ky*«rffl3T&iifc*5>f v h t>ttft^i*iJ3£ 
6fc»©^-f y^y^/^Mfcj#L, SRMAC7K 

[0 0 12] 

*»M<Z>^7^Ty hBE«|Bf+#DHCP (Dyna 
mic Host Configuration Pr 
o t o c o l ) I PT KU*©»«flMST«: 

7^7^ hKEE«SHB«rA{HL. t^Dr^fiJ:^ 20 

[0 0 13] ##?l!<D0SlS(0^ffifcov*THB£ 
*RLTBMlllfcR9i1-5. 

[0 0 14] Hltt*»MO-|fe»OJBlliS:*i-DHC 
P*-^«r/H^fc*<y hV-t<Dmj$.mvhZ> 0 HIS: 

hrttCDHCPi^-^1 
Six, ^^^y^y^HUB (^^S) 3 0£"gtH5i£ 30 
»Sr^LTS8tt*ixfca«0^5>fTy h (4 0&T/6 
0<&*H*) »::#U I PT K^OtliWfflSTSrtTo 

[0 0 15] DHCPt-/q 0<Df?®*y'<T> hM 
ACTK^DB (t*— *^<— 2 0Kf4IPTKU 

TK^^DB Cr-*^-*) 1 8Kil#mT*J 
IBfclPTKU* (XX. XX. XX. 0 2) #fB»§ 
ixT^So 

[00 161 St ^7^7yh40(i^7^Ty 40 
h-C\ t^MAC7K^DHCPtwqo©ff* 
ty^T^ hMACT K^DB 2 OfcfBftStU IP 

7K^ (xx. xx. xx. oi) aMMSTfeixT^ 

5t>G0i+3 o ^7^7yf60ttff^©^7'f7y 
h-C, MAC7K^fiDHCPtwU0©ff^7 
-TTy hMACT K^DB 2 0 |CB«*JX"Cl^4V\ 
[0 0 17] :«TDHCPtwq ori*. 
TV h 6 0*>e>ih- /<ttSRB#*r£{! Lfc»£\ 
7^f7V hMACT K^DB20t^7^7yh60 
(DM ACT b(Okfc1&&?ro 0 ^oJt«"C— ScL4 50 
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ItiXff, DHC Pih-/U Of* I PT KU*<D#JST?F 
M*tNG**S:^5>f7y h6 0fc««U I PT 

[0 0 18] ^.r.T% ]ERl P7K^S:6ftLfcff* 

wtRW+s. ftm&7<<T>h<Dim& % DHCPt 

— /^10te, I CMP (Internet Contr 
ol Message Protocol) COEcho 
/ yir-v^T K^^-A/DB 1 8*»5>aiRLfc I P 
7K^ (XX. XX. XX. 0 1 (Z<Dtif td 

ft, 7KMS:^7^7yh4 0l:8*U ty<<TV 
h 4 Ofi-tCDT KU-XSrS*i-5 0 ^r^^> DHCPt 

OttiESt I PT K^O»JSTS:tT5, 
[0019] »4^5^7yh40tt?fS^7^7y 

h-ei pt Ku^©«artEi!«cfiffc4xTv^5. ua> 
u ::tffiiiS4i:5. IF**?* r:/M oa*i p 

7K^S:Mtfefctl:> ^7K^Srtt©^5>f 

[0 0 2 0] *ix&|El»1-*#j£i: LT, JfcJWttfcttS 
TSf*©^W K^WltARP (Adress 
Resolution Protocol) y h 
Sri^W-rSo -t^«fcctoT#C>ix5MAC (Med 

ia Access Control) 7F J: 19 

[0 0 2 1] -t Its H§Stft91-*L^7^Ty h£ 

SILtv^^^7^7yh (mz-ttfy^ry h 6 o) 

[0022] lj&>u :«aiP7Ki/^»»i 
a*n*>*-c, iP7Ki/^*ttii^7^7ynit« 

[0 0 2 3] ±ot, AfflM-HBtMAC7Kl/^ 
ho I Paft*ffJhS*5. 

[0 0 2 4] ARPJS^tTfF^MACTKU^^# 
DHCPt-/qott, 4 9+* 9 
^T^b6 O^aftigSS:*^ 7f ^HUB 3 OfCil 
&-f£o ^LT, ^7f^HUB3 0(t rt*"*-5 
MiHt«SfltS»#ft (8**+) DHCP1 
0^e>oa»fflP««:tttllLrtjK1-5MACT KU*/# 
-h«*#iSy-^A' (H^Urf) W:fc5^7>f7y 
h6 0<DMACTKW*iI<f Pl5ttffi (77^) JNG 

(a«5) ^-r^o ^yf^HUB3 
o ttilfg ?T5*Wl* n g * 5 >f 7 y h 6 o ics^r 6 * 
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[0 0 2 5] ftll, DHCP1J— /<1 O<7)i¥»l«^t0 

10 0 2 6] m2\Zio\,^X>fcffl<DDHCPU—'<l 0 
W\ I P7 V\sX$mx%:?f&1rZ>9 7'(7> hOMA 
C7KM (ttftRl) *IB«LT*5<W*^ 5>fT> h 
MACTKU^DB (5*— 20^ il^Of} 
&) I P7 Ku-^»J9 STSrff 5DHC PV-'<id>mUl 
6 ^C0SijaTiK« ( I P7 K^tMACT Ku* 
t^tt^-fr) 4rffi»LT*5<*jaT**TKu^DB 10 

(x-*^-*) 1 7 aft, ffijasftx^s i pt 

©ttffl!RRSrlE«LT*5<ttfflT K^DB (t*-*^ 
19£, ttfcWBSL fP»^9^T^h*Httl 

<OiifSS:f9JtS*5iif9JE5iifeiai 4ir. Zti?ti<D 

57K^^DB (x-*^-*) 18t^f>#j* 20 
[0 0 2 7] fF^^ 7 4 7's hMACT K^DB2 0 

U BBESrfi^o ft*5* ffF^* 5^7^ hMACT KU 
^DB2 0WMAC7K^SftrtS (MAC7KU 

[0 0 2 8] DHCPf- ^1^1 6K£*)%\mxb 
fife I PT ^f5MAC7 Kl^i £ fcK 

«St**7K^DB 1 7fCfB^£;}x5 0 KBT7K 
l^^Wail 2tt, I PT K^*WSTK#3#l$fc, 
T KU-^ ^-/UDB 1 8*^lRLfc«aTf3£l PT 
K^K»LT, ffiffltttRSrttB-rSfcft, I CMP_ 

ttRttttfflT K^DB 1 9ICfB&£;ft,3o 
[0 0 2 9] tfSF^5-fTyHc»J3Tb^fcI PTK 40 

fcfetC, IP7K^«Sm ARP/^ 

* h»#/JS**3Hs-$> (ia4#fi8) {:±otmt 
5MAC7K^I:ioT»Hlt5, ^t<tot#f) 

(I PT K^tMAC7 KW*tOjfi£ 
i±0 tt, |iat7Kl/^»B»l 2©-#»ft^*!lrt 
CARPf-^fc LTS^^tlS (B5#fiS) o :© 
ARPr-^Vh #jar»*T K^DB 1 7, HF* 

* y^T> hMACT Kl/^DB 2 0 t ^tttgt^tl^im 
£tl5 0 1***9^7:/ hMACT KU*DB 2 Oti 50 
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£iV «S"C**7 K^DB 1 7KJ: 9, MACT K 
I P7 Visxk<D&fr&tt&jEL\f^\fe£ti 

[0 0 3 0] HRtiTS^^7'fT>hin PTKU 

vaAttan 1 5 k <t 5 sum i p r k u**ika*ntf* 

[0 0 3 1] «=#^9-fTVh«a#, 3BflfJe«ififtP 
SB14«, h 57 — 9fy<b*>( yfy^HUB 3 0 

fc, JiflHE5a*p*:a6flH-5. a*iB5a*PtS»tfc^ 
>fyf^HUB30tt, rt»t5MAC7K^/* 

- h##»jsy-^rt©aflr^5*tMii (77^) cn 
g (aflrs) srig^-r^ (H6#m) . 

[0 0 3 2] fcfc, El 1 -El 6 t k 1> Id, mftis-* > 

[0 0 3 3] flfJSAfti Lt, hfif^DHCP 
■fr- O^Kft^tUs SftSftfcST^^T^hM 
AC7K^tt "AA AA AA AA AA A 
A" t1-5 0 -t LT\ i^g^rMTyhfc^-fTVh 
4 0 (MACT Kl/^ : AAAA AA AA AA 
AA) , 1^^^7-fT^hSr^7^TVh6 0 (MA 
C7K^:BB BB BB BB BB BB) i 
U PTKu^^K^SixTV^i^tB 0RHB4 

0 i, ftffie 0 1) ki-z 0 tzts s ^^f-y/HUB 
3 0O#— h 1 ICDHCPt- '<1 0, ^F2C^7 
^T^h60 s #-h3C^7^7yh40^ -ttt-P 

[0 0 3 4] ES4^7-rT^h"Cfc5^?>fTVh4 
Ott, h!7~*7 KU**flMSr5fc»fc, DHC 
Pif— /*l 0l:»ttDHCP_D I SCOVER^y 

[0 0 3 5] DHCPt-^lOlt ^7^f7yf40 
frb<D* yir— ^^O^ffTcMACT Kl/^ (AA A 
A AA AA AA AA) {ft«FLT^SffF£* 
7^7^ hMACT KV* «S«^Io -^41^ AA 
AA AA AA AA AA) ^tfcS^fia^1"S 0 
flS^Ofe*, S¥«^9-f TVh-C*>iltf, DHCPt- 
^lOlifflStf^I P7KU^C*Ht, I CMP 
Jcho^ y-fe— S^fcT I PT Ku^(Offiffi)RRS:Jfc 
BU 3fettffl-e*ixff-t<0 I P7K^SR)6LiS:irit 
M^DHCP_OFFER^ yt-^:T^7^7y 

h 4 o(cato-f 60 

[0 0 3 6] m&Z%:rttci?7'(T>Y4 Ott, f*- 

1 D4^SrKSLTDHCP_RE QUESTS ^-fe- 
^n-K^t^ h-TSo ^7^T>-h4 OtCioT 
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